College Administrative Policies

Policy and Procedures on
Access Control and Password Security

Managed and secure access control is essential for the protection of critical College
information and systems. This Policy provides the minimum standard for the control of
system access and the creation and management of passwords. It applies to all faculty,
staff, administrators and other individuals associated with the College on all accounts
used to access critical College computing resources.

This policy is governed by the College’s ISec Committee and administered by the
Associate Dean for Computer and Information Systems.

Access Control

All College systems must use secure access controls wherever there is a business need for
information integrity, privacy or user accountability. These systems will include
appropriate and adequate measures to protect against unauthorized access. Where
measures are not technically feasible, implemented controls and risks associated with the
system will be documented. Requirements are as follows:

e All authorized users are to uniquely authenticate themselves using an
individually assigned user-ID and an authentication mechanism (e.g., password,
token, smart card, etc.);

e Shared user-1D/passwords for a group of users or a specific job should not be
used except where:

0 There is a clear business requirement or system limitation;

0 The data owner and the 1Sec committee have given documented approval;
and

0 Where additional compensatory controls ensure accountability.

e Passwords are to be governed using established standards and will be managed
by automated system controls;

e All accounts shall be protected by strong passwords that expire on a regular
basis;

e Passwords are considered Personally Identifiable Information, treated as
confidential and not disclosed outside of the initial account creation process.
Computer Information Systems (CIS) staff will not have access to an individual’s
password and will not ask for an individual’s password unless they are working
with the individual on a specific access issue together. In the latter case, the
user’s password will be immediately reset at the conclusion of the session;



e Vendor account passwords will be activated, disabled or changed only when
needed. Vendors accessing College computers or software are to be accountable
for their access;

e Default administrator accounts will be renamed, removed or disabled. Default
passwords on any remaining administrator accounts will be changed. Where
possible, these accounts should have user-IDs that do not indicate or suggest a
level of privilege, such as supervisor, manager, or administrator;

e Authorized persons requiring access to operating system code, etc., will be
provided a unique privileged account (user-1D) for his or her personal and sole
use in conducting privileged activities. A second account will be provided for
performing normal business activities;

e Privileged accounts will be subject to higher standards based upon the access
provided:

0 Privileged accounts are only to be issued to individuals who are required
to support the system at the level prescribed. Individuals provided access
to privileged accounts will be specifically documented,;

0 Use of privileged accounts will be strictly monitored and suspected
misuse promptly investigated; and

0 Where possible, passwords to privileged accounts will be changed more
often than normal user accounts.

e Temporary passwords will be the changed at the first logon;

e Passwords will not be included in any automated logon process, such as a macro
or function key, web browser, or in application code;

e Access to systems and applications will be monitored, logged and analyzed to
detect deviation from the access control policy;

e Automated techniques will be implemented that require re-authentication after a
predetermined period of inactivity (e.g. password-protected screen savers,
automated log-off processes, or re-authentication after a set time-out period);

e Passwords will only be transmitted and stored using secure mechanisms such that
authentication information and access could not be intercepted or obtained by an
unauthorized party; and

e Access to systems that contain private or sensitive information will not be
allowed from unsecure devices or via unsecure environments unless appropriate
security is used.

User Password Requirements

The following items govern the creation, use and maintenance of user passwords:



e System users are responsible for creating secure passwords and managing these
effectively. Passwords must be a minimum length and include a mix of
upper/lower case, numeric, and special characters as defined in the College’s
Policy on Password Creation Standards;

e Individuals are responsible for the protection of their passwords and protecting
against unauthorized activities performed under his or her accounts;

¢ Individuals are not to share their passwords or grant permission to others to use
their accounts without prior permission. Under emergency situations, individuals
may request permission to allow another to use their account. If approved, the
individual allowing access is responsible for any activity done under their
password. New account passwords must be created after any shared use;

e Individuals are expected to change their passwords at regular intervals, as defined
by the Policy on Password Creation Standards; and

e If an account or password is suspected to have been compromised, an individual
must report the incident immediately to the Computer Center.

Password Security Check

Password cracking or guessing may be performed on a periodic or random basis by
Computer and Information Systems. If a password is guessed or cracked during one of
these scans, the user account will be disabled until the password has been reset.

Violations

Any individual found to have violated this Policy may be subject to disciplinary action,
up to and including termination of employment. Violation of this policy may result in
termination of contracts or commitments to vendors and other affiliates. Legal action may
be pursued at the discretion of the Office of Legal Affairs.
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